
 

 

  
 

   
 

 
  

 

 

 
    

  
 

  

 

  
 

  
  

 
  

  
 

   
    

   
 

 
  

 

 
 
 

   
   

    
  

  

Your response 

Queston Your response 

Queston 3.1: Do you agree with our analysis Is this response confdental?  – Y / N (delete as 
of the ways in which number spoofng is used, appropriate) 
and the extent and types of harm associated 
with its use? If you have any further evidence 
which demonstrates the extent and types of 
harm involved, please provide this. 

Queston 4.1: Do you agree with our Is this response confdental?  – Y / N (delete as 
assessment that while Ofcom rules and appropriate) 
industry measures are likely to help to reduce 
scam calls, more needs to be done to tackle 
number spoofng? Provide reasons for your 
answer and include any suggested measures 
that could have a material impact on reducing 
the incidence of scam calls involving number 
spoofng. 

Queston 5.1: Is the approach to CLI 
authentcaton we have outlined feasible and 
workable? 

Is this response confdental?  – N 

No, your proposed approach is not feasible for 
the majority of harmful calls because they 
originate outside of the UK, and outside of your 
jurisdicton.  Even if you could extend your 
infuence to other countries, the majority of 
calls will originate on networks or be conveyed 
by networks that have not implemented SIP 
signalling, a technological prerequisite for your 
proposal.  These calls will not be authentcated 
per the conventonal meaning of the word, 
which means proving the call is true, genuine or 
valid.  Applying a C-grade atestaton to 
inbound internatonal calls means no 
meaningful authentcaton has been applied to 
the call at all, as you must surely be aware 
although you misleadingly included this aspect 
of your proposal in a chapter enttled ‘how CLI 
authentcaton would work’. 

Throughout your proposal you compare the 
harm done by all calls that have a spoofed CLI 
with the potental benefts of a method that 
can only be usefully applied to calls that 
originate within the UK.  You provide no 



   
 

  
   

 

 
   

  
 

   
  

 
 

  
 

  
   

  

 
  

 

 
 

  
    

  
  

   
 

   
  

 
   

 
  

  
  

  
 

  
 

 
  

 
  

   
  

analysis of the segment of harmful calls that 
will not be addressed by your proposed method 
because they originated in another country. 
Asking the public about how many of them 
have been harmed by calls or the amount of 
harm they have sufered is irrelevant to 
determining the protecton they might receive 
from your proposal; they cannot tell if the 
origin of a harmful call was inside or outside of 
the country.  On the contrary, most 
independent sources of data indicate the vast 
majority of the most harmful calls originate 
outside of the UK.  These calls may be greatly 
reduced by some of the other methods 
outlined in your consultaton document, but 
the feasibility of those other methods only 
serves to illustrate why your proposal is not 
feasible for calls that originate outside of the 
UK.  A harmful call that has already been 
stopped using one of those other methods 
cannot be stopped a second tme using your 
proposed method, even if your proposal could 
be adapted to work across borders. 

The way you describe your proposal and the 
decision to engage Richard Shockey of the SIP 
Forum as a consultant indicates that your 
proposal is essentally a copy of the way that 
STIR/SHAKEN has been implemented in the 
USA, minus some of the bureaucratc overhead 
created by their desire to separate the roles of 
governance authority, policy administrator and 
multple certfcaton authorites.  It is hence 
informatve that you list the USA and Canada as 
examples of STIR/SHAKEN being implemented 
to reduce harmful calls but make no menton of 
how you would reduce harm by blocking 
inbound internatonal calls that have been 
authentcated in the USA and Canada, but 
which would not be blocked by any enttes in 
those countries because their interest only lies 
with calls that terminate within those 
countries.  The Federal Communicatons 
Commission and the Canadian Radio-television 
and Telecommunicatons Commission have 
grossly exaggerated the benefts of 
STIR/SHAKEN to the US and Canadian public but 
have manifestly failed to usefully apply the 
method to the very many calls that pass 
between the two countries. If considerable 
efort and expenditure by those two countries 



   
   

 
  

  

 
  

   
 
 

   

 
 

  
  

   

   
    

  
  

  

   
   

  
  

  
  

     
  

 
   

 
 

     
 

   
  

 
   

   
 

 

  

has yielded no credible plan for implementng 
STIR/SHAKEN at an internatonal level, even 
between two countries that are both 
commited to using STIR/SHAKEN, then you 
must not have a feasible plan for using 
STIR/SHAKEN to authentcate internatonal calls 
either. 

Queston 5.2: To what extent could adoptng 
this approach to CLI authentcaton have a 
material impact on reducing scams and other 
unwanted calls? If you consider an alternatve 
approach would be beter, please outline this 
and your reasons why. 

Is this response confdental?  – N 

Your consultaton document uses skewed 
measures throughout, presumably to 
exaggerate the projected benefts of your 
proposal.  For example, it would not mater if 
CLI authentcaton was applied to a great many 
calls passing between BT customers and 
Vodafone customers in the UK because it is 
highly unlikely that criminals would choose to 
originate large volumes of illegal calls on either 
network. What maters is whether CLI 
authentcaton will be meaningfully adopted by 
the communicatons providers that currently 
proft by originatng most scam calls.  The 
majority of respondents can hence be expected 
to follow your lead, telling you that the benefts 
will be material because there are many 
harmful calls, but they will all be in the same 
positon as a member of the public as they 
cannot distnguish between harmful calls which 
might be stopped using your proposed method 
and a harmful call which cannot be stopped 
that way. 

If there is a genuine desire to reduce harm in a 
cost-efectve manner then it should be 
straightorward to separately analyse the costs 
and benefts of each of the methods described 
in your proposal, so there is no double-countng 
of benefts, and each individual method is given 
the credit it is due. Anyone who produces data 
about the number and severity of harmful calls, 
but who then cannot show if a material 
proporton of harmful calls actually originated 
within the UK, and who cannot usefully 
estmate how many scam calls will be 
eliminated by methods that do not rely on CLI 
authentcaton, has no sound basis to estmate 
what the impact of CLI authentcaton would 
be.  The majority of respondents to this 
consultaton will likely fall into this category. 

Queston 5.3: Are there additonal measures Is this response confdental?  – Y / N (delete as 



  
 

   
  

  
 

 

  
 

 
  

 

 

 
 

 

 
   

  

 

  
   

 

 

 

  
 

     

that could be adopted to further strengthen 
the suggested approach and/or minimise the 
identfed exemptons? 

appropriate) 

Queston 6.1: Do you agree with the approach Is this response confdental?  – Y / N (delete as 
outlined for the monitoring and enforcement appropriate) 
of the rules with regard to CLI authentcaton? 
Are there any alternatve approaches that we 
should consider? 

Queston 6.2: Do you agree that CLI Is this response confdental?  – Y / N (delete as 
authentcaton could make call tracing easier appropriate) 
and yield benefts in terms of detectng 
scammers and nuisance callers? 

Queston 7.1: What are your views on the Is this response confdental?  – Y / N (delete as 
tmescales for the potental implementaton of appropriate) 
CLI authentcaton, including the 
interdependencies with legacy network 
retrement? 

Queston 7.2: Do you agree with our Is this response confdental?  – Y / N (delete as 
assessment of the administratve steps appropriate) 
required to implement CLI authentcaton and 
how these should be achieved? 

Queston 7.3: Should a common numbering 
database be implemented to support the CLI 
authentcaton approach? Please provide any 
comments on the steps needed to implement 
a common numbering database, including on 
the feasibility of the industry leading on (a) 
the specifcaton; and (b) the implementaton? 

Is this response confdental?  – Y / N (delete as 
appropriate) 

Queston 8.1: Do you agree with the proposed 
framework for impact assessment and the 
potental categories of costs and benefts? 

Is this response confdental?  – N 

No.  The most important factors in assessing 



 
 

 

 
   

     
     

  
  

   

       

Please identfy any other factors that we 
should take into account in our assessment. 

the benefcial impact of your proposal are the 
extent to which harmful calls originate inside or 
outside of the UK, and the extent to which 
harmful calls that originate outside of the UK 
are already being reduced or will soon be 
reduced by other methods that do not rely on 
CLI authentcaton.  Both of these factors are 
notceably absent from your proposed 
framework for assessing the impact of CLI 
authentcaton. 

Please complete this form in full and return to: CLIauthentcaton@ofcom.org.uk 

mailto:CLIauthentication@ofcom.org.uk



