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Question Your response

Question 1: Do you have any views on
our audit-based assessment, including
our proposed principles, objectives,
and the scoring system? Please pro- No views as to this question.
vide evidence to support your re-
sponse

Confidential? — No

Question 2: Do you have any views on
our proposals for independent perfor-
mance testing, including the two
mechanisms for setting thresholds; No views as to this question.
the approach to testing technologies
in categories against particular met-
rics; and data considerations? Please
provide evidence to support your re-
sponse.

Confidential? — No

Question 3: Do you have any com-
ments on what Ofcom might consider
in terms of how long technologies
should be accredited for and how of- | No comments as to this question.
ten technologies should be given the
opportunity to apply for accredita-
tion? Is there any further evidence we
should consider?

Confidential? — No

Question 4: Do you have any views on
how to turn these proposals into an
operational accreditation scheme, in-
cluding the practicalities of submitting | No views as to this question.
technology for accreditation? Is there
any additional evidence that you think
we should consider? Please provide
any information that may be relevant.

Confidential? — No




Question Your response

Question 5: Do you have any com-

ments on our draft Technology Notice
Guidance? Our response raises the following key points:

Confidential? — No

e The differential treatment of developed/sourced
technology and accredited technology

e The risks of subverting end-to-end encryption

e Potential conflicts of laws considerations

e Compelled speech considerations

e The risks of mission creep

e The lack of review mechanisms

e The absence of a role for the Information Com-
missioner.

A 3.6/3.7 Distinctions between developed/sourced
technology and accredited technology

First, we are concerned by the differential treatment of
developed/sourced technology and accredited technol-
ogy, which both would carry similar risks to fundamental
rights and freedoms. A3.7(f) of the draft Guidance notes
that when a Technology Notice requires a service pro-
vider to develop or source technology, Ofcom is not re-
quired to consider the factors set out in A3.6 (considera-
tions of freedom of expression, privacy, and availability
of journalistic content/sources and less intrusive
measures). We appreciate that this distinction arises due
to s. 124(4)(b) of the Online Safety Act (OSA) 2023. While
the Guidance notes that Ofcom expects that it would
consider the A3.6 factors, there are at least two argu-
ments in favour of Ofcom adopting a stronger position
on this point (even if not required by s. 124 to do so): a
practical reason and a related legal reason.

In terms of the former, if ultimately the use of any such
developed or sourced technology would clearly not be
possible due to the risk of impact on e.g. freedom of ex-
pression and privacy, then Ofcom would have superflu-
ously required the use of resources by the service pro-
vider(s) in its development or sourcing of technology.
This may itself interfere with internationally recognised
rights (such as the right to conduct a business, or related
rights such as the right to property and freedom of con-
tract).

In terms of the latter, if, in the end, service providers
choose to utilise any sourced or developed technology
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(even if not legally compelled to do so by Ofcom), and it
does prove to interfere significantly with the human
rights of individuals (e.g. due to interferences with pri-
vacy), Ofcom’s initial involvement could expose it to lia-
bility for breach of the Human Rights Act 1998 (s. 6(1)).

A Technology Notice that requires the service provider to
develop or source technology carries with it the likely im-
plication that the technology will then be used for the
purpose of monitoring public or private communications.
Thus, the impact on fundamental rights must also be
considered before issuing Technology Notices to
source/develop technology.

On this second legal point, we also suggest that the
Guidance clarify that there is no obligation on the pro-
vider to use the sourced technology for any of the acts
specified in e.g. s121(2)(a) or s. 121(3)(a).

Second, we find the guidance lacks sufficient detail on
the practical consequences of a notice to develop or
source technology for use on or in relation to the service
(or part of the service). For example, the section con-
cerning the content of warning notices (A6.5(b)) suggests
that Ofcom would not ‘require the service provider to al-
low the technology it has developed or sourced to be
used by another service provider in a Notice’ but this is
not categorically ruled out and there is no discussion of
the intellectual property implications involved.

Similarly, the section concerning ‘further notices’ (A7.11-
A7.14) raises a range of questions relating to when a fur-
ther notice will be given in relation to any ‘developed or
sourced’ technology and what could be required
thereby. We would expect that this section would ad-
dress in greater detail issues that may not be apparent
from the legislation. For example, it is not clear what
process would be followed on some points where devel-
oped or sourced technology could become subject to a
subsequent use notice as accredited technology, or oth-
erwise (para 2.35 of the consultation document, for ex-
ample, alludes to a broad interpretation of an Ofcom
power to ‘require the use of technology for the purposes
set out in section 121’). On one reading, safeguards like
the skilled person’s report could be discarded in the case
of such a further notice (A7.13 of the Guidance, and s.
126(9) OSA 2023). We suggest that these implications —
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after there is service provider compliance relating to a
notice to develop or source technology — require much
greater attention and explanation in the Guidance.

A3.8 Other matters Ofcom are likely to consider

A3.8 sets out other matters that Ofcom are likely to con-
sider before issuing a Technology Notice. These consider-
ations are essential for each Technology Notice and re-
quire further additions, including (1) further guidance on
technical feasibility and encryption and (2) the addition
of consideration regarding potential conflicts of laws.

First, A3.8(a) notes that technical feasibility should take
into account the way the service is configured. The guid-
ance should be clear that if the service is configured with
end-to-end encryption, a Technology Notice will not re-
quire such encryption to be removed or weakened. This
would make explicit what the government was said to
have intended with s. 121 OSA 2023. Lord Parkinson
(Parliamentary Under Secretary of State in the Depart-
ment of Culture Media and Sport) provided assurances
to members of the House of Lords at the time of the
passing of the Bill that ‘there is no intention by the Gov-
ernment to weaken the encryption technology used by
platforms’. (Hansard, HL Deb 6 September 2023, vol 832,
col 457.)

Related to this point, we are especially concerned that
the draft guidance does not explain what is meant by
technical feasibility, how that will be determined and the
types of considerations that will be taken into account in
this assessment. Technical feasibility is not defined in the
Act, even though it was stated as a criterion by govern-
ment in its assurances related to the potential impact of
s.121.

As a result, it is incumbent on Ofcom to provide further
elaboration on this concept in the draft Guidance. We
are particularly concerned that the consultation ‘does
not take a view on ... [t]he extent to which there is tech-
nology available that could be used to identify or prevent
users encountering terrorism or CSEA content in any par-
ticular deployment scenarios, for example end-to-end
encrypted environments.” (para 2.34 of the Consulta-
tion document). This is the elephant in the room, as it is
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not clear what is permitted by the OSA 2023 in this con-
text.

On one view, Ofcom cannot require a solution (even if
‘technically feasible’) that would have the effect of cir-
cumventing encryption (through, for example, the utili-
sation of client scanning technologies) as this could
‘weaken encryption’. On another view, circumvention of
encryption could be required through Technology No-
tices, if the underlying encryption would remain intact.

Computer scientists warn of systemic risks in uses of
technology that circumvent end-to-end encrypted com-
munications and have called for rigorous public review
and testing before any consideration is given to mandat-
ing its use. We are particularly concerned that such a re-
view will not occur prior to the implementation of the
Technology Notice regime, and this would appear to be
an even greater risk where Ofcom relies on notices to
‘develop or source technology where a Notice to use ac-
credited technology is not an option.” (para A3.12 of the
Guidance).

Public review cannot occur if the public are unaware of
how Ofcom intend to implement these powers with re-
spect to end-to-end encrypted communications. Moreo-
ver, the lack of clarity as to the scope and possible effect
of the s. 121 powers in the context of end-to-end en-
crypted communications will be a significant factor in
any future legal consideration of these powers from a
human rights perspective. A court that is called upon to
consider potential interferences with e.g. the right to pri-
vacy, would have to consider the ‘quality’ of the law. The
fact that one cannot state with any certainty what the
implications of s. 121 are — which the Guidance does not
shed any further light on — would contribute to an argu-
ment that the Notice regime does not meet the quality
of law requirements of, for example, Article 8 of the Eu-
ropean Convention (ECHR).

[For more on these points, see: Scott and O Floinn,
‘Technical backdoors and legal backdoors: regulating en-
cryption in the UK’ (2024) 35(3) King’s Law Journal 441,
Shurson, ‘A European right to end-to-end encryption?’
(2024) 55 Computer Law & Security Review; Keenan,
‘State access to encrypted data in the United Kingdom:
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The ‘transparent’ approach’ (2019) 49 Common Law
World Review 223. — all available by email]

Second, a further consideration should be added to A3.8
on the potential for conflicts of laws. In addition to con-
siderations A3.8(b) on size and capacity of the provider
and A3.8(c) on financial cost to the provider, Ofcom
should consider whether the provider may violate the
laws of a third country in complying with a Technology
Notice. This requirement would be consistent with simi-
lar considerations for technical capability notices under
the Investigatory Powers Act (IPA) 2016. The IPA Code of
Practice specifies that the Secretary of State, when giving
a notice to an operator based in a third country, should
consider ‘any requirements or restrictions under the law
of that country that may arise when the operator com-
plies” with the notice. (IPA Interception of Communica-
tions Code of Practice 2022, 8.13)

Relatedly, A2.23 correctly notes that requirements in a
Technology Notice will only be imposed in relation to the
operation of a service in the UK or as it affects UK users
of the service. This is an important limitation that is
needed to avoid conflicts of laws with third countries.
While it is difficult to consider the impact of Technology
Notices when no accredited or sources technologies yet
exist, computer scientists have warned that it may be
impossible for these technologies to be used to target
users within one country, given the global nature of
these providers and their services. If the technologies re-
quired by notices are not able to target only UK users,
then the attendant extraterritoriality creates the poten-
tial for conflicts of liabilities on service providers. Ofcom
must consider this potential for conflicts to arise, and the
implications which follow therefrom. The impact on the
providers may be significant — exposing them to legal
and financial risk — which may result in the withdrawal of
necessary services from the UK market.

Additional guidance that should be included

Compelled Speech
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With regards to the guidance at A3.8d on other rights
protected by the ECHR, Ofcom should consider that re-
quiring the development of new digital technologies un-
der penalty of law is a form of compelled speech. Code is
a recognised mode of expression protected by copyright,
and compelling the development of code is an interfer-
ence with the rights of service providers that would have
to be justified. Whilst this issue should be considered
within an overall proportionality assessment, it is a di-
mension so far overlooked. It will likely be of greater im-
port to individuals and organisations based in other juris-
dictions yet subject to Ofcom’s jurisdiction in respect of
UK users or services.

With regards to the guidance at A3.8c on financial cost,
Ofcom should not only consider the proportionality of
costs in relation to an individual service’s financial posi-
tion but also in relation to the market in services. An in-
tervention by Ofcom is not merely a regulatory measure
but a public event that will differentially impact some
services over others. There is a real risk that the market
in UK digital services is negatively impacted in terms of
investment and innovation by the bespoke requirements
of the OSA, which will drive investment into alternative
jurisdictions.

Mission Creep

Ofcom’s guidance at A3.4-A3.6 and A6.12 makes clear
that in each case where a decision on whether a Tech-
nology Notice is considered, the assessment will be
highly fact-specific and that two service providers which
raise similar grounds for concern may be assessed differ-
ently in relation to necessity and proportionality (as
stated at A3.4). Ofcom provides no indication as to how
the relevant factors will be weighed, simply stating that
it will have ‘regard to the available evidence’ (A4.10) in
making initial assessments and ‘all relevant evidence’
(A6.11) in making a final decision on whether to issue a
TN. While we recognise that an open-ended approach to
the list of considerations that Ofcom will factor into each
decision serves to allow recognition of important differ-
ences between services, we are concerned that it also al-
lows justifications for Technology Notices to be found
contingently in response to external pressures.
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We suggest that the considerations at A3.6 regarding pri-
vacy, data protection, freedom of expression and jour-
nalistic content, alongside the availability of less intru-
sive measures, must be prioritised in making a propor-
tionality assessment.

We make this point because we are concerned that the
reality of making risk-based assessments on matters con-
cerning politically sensitive issues like terrorism and
combatting CSEA material (and the public relations strat-
egies employed by private communication service pro-
viders operating in a competitive market) means that
Ofcom will be in the position of either applying a blanket
risk-averse approach to implementation of scanning
technologies, or justifying differential decision-making
between factually similar cases. This is because a deci-
sion to impose a notice on one provider in relation to UK
users but not a similar service will be read, in effect, as
an intervention in the market (as noted above).

In these circumstances there is a risk of ‘mission creep’
in respect of Technology Notices. The pressure to apply
measures equally may lead to an expansive approach to
the implementation of scanning technologies across ser-
vices provided to UK users.

We also note that the notification process, including the
information-gathering stage and the Warning Notice
stage (A6.4-6.5), is intended to encourage services to
proactively engage with Ofcom’s concerns (A6.9), alt-
hough other reasons may ultimately be given for issuing
a Technology Notice following representations (A6.16).
Yet without robust red-lines on the necessity of imple-
menting Technology Notices — for instance, a principle
that a Notice is a last resort to be used where no other
less intrusive measures have worked in relation to a ser-
vice that is otherwise not in compliance with its lawful
duties under the OSA — we are concerned that Ofcom
will come under political and public pressure to justify or
amend its decisions in individual cases. Public perception
of mission creep would be to the detriment of the over-
all aims of the Act and to the market in digital services in
the UK, while chilling freedom of expression. It may also
leave Ofcom open to litigation, where narrow factual dif-
ferentiations will be referred to courts, which may take
different views to Ofcom’s assessments.
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These concerns are particularly acute where, as noted
above, the measures required by a Technology Notice
impact upon the protection of user privacy and freedom
of expression provided by encrypted private messaging
functions.

Review and appeal mechanisms

Relatedly to the problem of mission creep and the asso-
ciated litigation risk, we note that unlike the comparable
process that allows the Secretary of State to issue a
Technical Capability Notice under the IPA 2016, there is
no provision for a service provider to seek review of a
notice prior to initiating an appeal to the Upper Tribunal
under s.168 OSA. While the OSA does not provide for
such a review mechanism in the way that the IPA does,
there is no reason that Ofcom could not internally imple-
ment such a review mechanism in order to minimise liti-
gation risks. This is particularly important considering
that at A6.16, Ofcom reserves the right to make Technol-
ogy Notices for reasons distinct to reasons canvassed at
the prior information-gathering and Warning Notice
stages. There is a potential gap in the mechanisms pro-
vided for representations (e.g. in s. 123 OSA) and consul-
tations (e.g. in s. 126) within the legislative framework,
and there should, as a result, be further provision made
for internal review. Put simply, the reasons for enforcea-
ble notification decisions should always be reviewable
without the risks of litigation and costs arising.

Information Commissioner consultation

We note that there is no requirement for Ofcom to con-
sult with the Information Commissioner’s Office (as cur-
rently constituted) in making assessments under A3.6.
We suggest that incorporating the views of the ICO in re-
lation to data protection and privacy would increase the
legitimacy of such decisions. Similarly, there is no reason
that Ofcom could not consult with other stakeholders
than the target of the proposed Technology Notice, or
with experts on privacy and human rights.




Please complete this form in full and return to technologynotices@ofcom.org.uk
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