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E xecut i ve S umma r y 

Please note, sections we consider confidential are marked in blue confidential  

• As part of B T ’s drive to ‘C onnect for G ood’, we are committed to working with our partners to 
help protect users of communications services from scams and fraud.  

• O fcom is correct to consider what technical solutions are available to prevent spoofing of UK  
mobile C L I. W e note that the diversity of UK  and global network architecture requires 
deployment of a range of solutions to enhance the protections offered to end users from 
suspicious traffic.  

• B T  believes a solution incorporating home routing is likely to offer the best protection to UK  
citizens and consumers in the medium term. W ith this in mind, we note the following points in 
relation to O fcom’s call for inputs: 

1 . Ultimately, rollout of V oL T E - based home routing is likely to provide a global solution to 
allow roaming checks to take place. . 

2 . B T  favours C A M E L - based ( G roup 2)  solutions which allow home routing as the most 
effective interim solutions before V oL T E  roaming agreements are ubiquitous across the 
world. . 

3 . ‘G roup 1 ’ solutions set out in the document -  which we understand to be those requiring 
establishment of checks at the international gateway -  would likely be effective in 
reducing the impact of mobile spoofing, but would be disproportionate and have 
unintended consequences – it would take several years to introduce due to technical 
complexity, there would be potential impact on network performance ( and associated 
consumer detriment) , and would carry significant implementation costs ( for limited 
incremental benefit given points 1  and 2  above) .  A  similar effect could be achieved via 
removal of C L I seen by the end user, but we believe further consumer- focused research 
would be needed to assess the behavioural impact of this policy. 

4 . In any solution introduced in the UK , some consideration will be required to address 
scenarios where a definitive “ roaming/ not roaming decision”  is unavailable ( i.e. – there 
are likely to be some scenarios where a “ not roaming”  marker is incorrect) . W e therefore 
have some concerns about mandatory blocking of all these calls ( due to end user harm 
caused by legitimate calls not being connected) .  

5 . F irewall solutions ( such as H iya)  being deployed across networks in the U K  and abroad 
are likely to reduce the impact of spoofed C L I, although their recent deployment on our 
network means we have limited data available on their impact; 

• As we have noted in previous O fcom consultations on call blocking, the interconnected nature of 
UK  communications networks requires all  market participants to implement agreed solutions, 
with clear consequences ( such as regulatory investigations)  for those who continue to send bad 
traffic onto other networks.  
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• O fcom should consider setting out a roadmap of its future work in prevention of voice and 
messaging scams. T his could include:  

o  a timeline for expected delivery of ‘industry traceback’; 
o closer alignment with existing O fcom policy work on legacy retirement given that new 

technologies are not vulnerable to scams in the same way as legacy services; 
o detail on other interventions O fcom would like industry to take to prevent scams; 
o any detail which can be shared on timelines for enforcement activity; 
o further information on how this would interact with O fcom’s future approach to 

enforcement of O nline H arms obligations.   

T his would ensure a common understanding across industry of O fcom’s expectations.  
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Cont ent s  P age 

1 BT/EE continues to drive forward plans to protect end users from 
scams 1 

2 We support Group 2 options as most likely to have the greatest 
positive impact  3 

3 Any solution requires an industry wide approach and 
consideration as part of a wider programme of work  6 
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1 B T / E E  cont i nues  t o dr i ve f or wa r d 
pl a ns  t o pr ot ect  end us er s  f r om 
s ca ms  

We have had not abl e s ucces s es  i n our  wor k  t o pr ot ect  end us er s …  

1.1  B T  G roup has worked hard to protect our customers from scams/ fraud in recent years as part of 
our wider programme to ensure that we ‘C onnect for G ood’.  

1 .2  F raudsters who leverage communications networks are highly organised and sophisticated, with 
anecdotal evidence suggesting many are linked to international criminal organisations. T he 
openness of communications networks means it will be very challenging to stop all suspicious 
traffic reaching consumers.  N onetheless, working alongside our industry partners, B T  has had 
some notable successes in this area: 

• W e have long advocated the mandatory blocking  of international calls with UK  C alling L ine 
Identification ( C L I)  data outside exceptions permitted by N IC C  standard  N D1447, and were 
early adopters of such measures for both network and presentation numbers. W e welcome 
O fcom’s decision to require all communications providers ( C P s)  to do this; 

• O ur new ‘Scamguard’ product underpinned by H iya, which was made available to our retail 
users starting in the summer of 2024, has given end users the option of new functionality to 
screen calls which might be fraudulent. W hile it is too early provide granular data on the 
impact of this intervention, early anecdotal evidence suggests it has been successful; 

• O ur work with industry and cross- sectoral partners, third sector organisations, regulators, 
government, and law enforcement agencies has facilitated the creation of national 
frameworks to tackle the scourge of fraud and scams – with all interested parties represented 
around the table. F or example, we have long advocated for new data sharing initiatives in line 
with priorities set out by the UK  G overnment.  

…whi l e we a gr ee a  cha l l enge r emai ns ,  i t  i s  i ncr ea s i ngl y di f f i cul t  t o 
quant i f y 

 

1 .3  W e recognise that there is more to be done by all parties – including communications companies 
-  with an interest in protecting end users from scams and fraud, not only because our business 
requires people to continue to place trust in communications services but also because it is the 
right thing to do. 

1 .4  W e agree O fcom is correct to consider what technical measures can be taken to close the lacuna 
in UK  C L I spoofing focused on mobile numbers. W e note, however, that it is increasingly difficult 
for telecommunications providers to quantify the scale and scope of the problem – and its 

https://www.bt.com/about/bt/our-company/our-purpose-and-values
https://niccstandards.org.uk/wp-content/uploads/2021/04/ND1447V1.1.1.pdf
https://ee.co.uk/security/scam-guard
https://www.hiya.com/press-releases/bt-and-ee-select-hiya-protect-for-spam-and-fraud-call-protection-in-the-uk
https://www.ispreview.co.uk/index.php/2024/08/hiya-spam-phone-calls-declined-in-the-uk-during-h1-2024.html
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relative impact compared with other types of fraud, as we do not ultimately know the content of 
calls which pass through our network. 

1 .5  It is therefore challenging for us to answer questions O fcom raises in its call for inputs regarding 
the scale and scope of the problem, and the proportion of suspicious traffic which can be 
attributed to ‘traditional’ voice telephony1. .  

1 .6  Any information we can use to infer that a call might be suspicious is most usefully framed 
alongside wider anecdotal evidence which is already available, including panel- based and 
sampling data which reflect the experiences of the wider population on scams. W e note O fcom 
already conducts a substantive programme of work in this area, as well as gathering industry-
wide information on suspicious call volumes, and believe this most accurately captures end user 
experience of voice calling compared with any available alternative.  

1 .7  M oreover, we do not hold any data on the relative volume of fraud in channels outside 
‘traditional’ telecommunications services. F or example, we do not have any information on the 
extent to which ‘over the top’ style services 2 are used to commit fraud/ facilitate scams as we do 
not hold any data on the content of these interactions.  

 
1 For the purposes of this response, we use ‘traditional voice telephony’ to denote voice traffic delivered over Number 

Based Interpersonal Communications Service as per section 32 of the Communications Act 
2 This might include Number Independent Interpersonal Communications Services or End User-to-End User services 
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2 We s uppor t  Gr oup 2 opt i ons  as  mos t  
l i k el y t o ha ve t he gr ea t es t  pos i t i ve 
i mpa ct  

T he pr obl em i s  l i k el y t o di mi ni s h over  t i me wi t h r ol l out  of  new 
t echnol ogi es  

2.1  As O fcom correctly identifies, the rollout of V oice over L ong- T erm E volution ( V oL T E )  roaming will 
provide substantive protection against mobile spoofing, as it will allow for home routing of calls where 
a user is roaming internationally. T he home network can then take appropriate action should a call 
appear to be from a spoofed mobile C L I.  

2 .2  . W hile it is not yet clear when 2G / 3G  networks will be retired globally, it is likely that new 
technologies will be the primary solution to the problem of mobile spoofing.  

2 .3  M oreover, B T / E E  has also made new firewalls available to all digital voice and mobile users which – 
while primarily intended to provide protections for users of internet protocol ( IP )  or V oL T E  services – 
are likely to provide a layer of protections to customers who use them in particular if a given UK  C L I 
has already been deemed suspicious () .  

2 .4  T his has three important consequences for any new O fcom intervention in voice markets: 

a. firstly, it means that any intervention proposed by O fcom is likely to be on an interim 
basis until V oL T E  roaming is ubiquitous; 

b. second, it means that there is no single intervention available to stop all spoofing of 
mobile C L I until that time ( because there will be a range of call routing scenarios 
depending on whether V oL T E  roaming agreements are in place) , and; 

c. finally, any cost/ benefit analysis of proposed interim solution( s)  should only consider the 
incremental difference in protection available today compared with quasi- universal 
V oL T E  roaming rollout – noting that the ‘gap’ between now and then is likely to diminish 
over time.  

We bel i eve Gr oup 2 i nt er vent i ons  of f er  t he mos t  t i mel y/ cos t  
ef f ect i ve oppor t uni t y f or  bl ock i ng, a l t hough t hey wi l l  not  be 
ubi qui t ous  

2.5  T he most effective interventions therefore – when considered in terms of likely impact relative to cost 
– are likely to be based around G roup 2- style solutions which incorporate home routing. B T / E E ’s 
business current policy is to seek C AM E L  routing agreements with roaming partners wherever 
feasible and currently .  

2 .6  .  
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We s ee s ubs t ant i a l  chal l enges  wi t h pr opos ed Gr oup 1 i nt er vent i ons   

2 .7  T here are substantial limitations with proposed ‘G roup 1 ’ interventions, which we understand to mean 
those interventions where International G ateway P roviders performs a ‘look- up’ against a database at 
the point of receiving a call.  

2 .8  In B T ’s view, none of these will be either quick or easy to implement – and are likely to involve high 
costs and technically complex ( and novel)  interventions. International gateway providers – including 
B T  -  have used a variety of technologies in the design of their networks, and we do not believe that 
these could be easily augmented to perform these types of functions. All would require changes to 
the call model, and either modified call routing, signalling interfaces or application programme 
interfaces ( A P Is)  – at the time of writing, it is not clear to us the extent to which solutions to these 
challenges exist in the market or would require bespoke development.  

• M ore broadly, such changes are likely to have impacts on capacity and performance, end- to- end 
service monitoring, security and integration challenges. T his would apply not only to the International 
G ateways, but also the M obile N etwork O perators supporting the roaming checks. All of these 
aspects would have to be carefully considered, particularly when dealing with platform components 
that are also underpinning UK  C ritical N ational Infrastructure ( such as emergency calls) .  

2 .9  G roup 1  proposals are – therefore – likely to involve substantial costs to international gateway 
providers and, ultimately, their wholesale customers as well as M obile N etwork O perators. Different 
O perators are likely to have different timelines to develop a G roup 1  solution due to the capability of 
their current platform solutions, but we would make an initial estimation of a timeline for industry in 
general of several years.  

2 .10  W e note that a similar solution has been proposed in Ireland with the Irish regulator, C omR eg, 
suggesting a 6- month implementation phase is likely to be appropriate. H owever, we do not believe 
this is directly applicable in the UK  for the following reasons:  

• C omR eg maintains databases for numbering in the R epublic of Ireland to facilitate 
queries regarding the home network of a given user. T here is no such database in place in 
the UK ; 

• W e understand C omR eg had been liaising with providers for a prolonged period prior to 
its April 2024 determination, meaning that there has been a longer period for providers 
to introduce a scheme into their work plans; 

• C omR eg has specifically excluded providers with a revenue of less than €50m. W hile we 
understand the reasons for this, as noted above, the UK  voice ecosystem is premised on 
multiple networks which interconnect at a range of different points. Any lacuna for a 
specific group of providers is likely to fundamentally undermine the effectiveness ( and 
therefore the benefits)  of any such system in the UK  – we would expect bad actors would 
seek to exploit these loopholes should they be left open ( for example, by spoofing 
numbers allocated to ‘non- compliant’ providers) .  

2 .11  W e note that O fcom would likely be required to determine what constitutes an “ international 
gateway”  in any consultation/ statement given the range of interpretations – both from a network 
architecture perspective ( i.e. at what point in a given provider’s architecture is international traffic 
deemed to have ‘entered’ the UK )  and from a communication provider perspective ( i.e. whether a 
provider considers itself to be an international gateway – in particular if it is receiving traffic with a UK  
C L I) .  

https://www.comreg.ie/media/dlm_uploads/2015/12/ComReg1118.pdf
https://www.comreg.ie/comreg-consults-on-combatting-scam-calls-and-texts/
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CL I  da t a  modi f i ca t i on mi ght  of f er  a n i nt er i m s ol ut i on f or  t hos e 
l egi t i ma t e r oa mi ng ca l l s  whi ch do not  benef i t  f r om home r out i ng 

2.12  W e agree with O fcom that removal of C L I for end users would offer some form of 
protection for end users receiving international calls with from UK  numbers, as they would be 
more likely to screen these calls. H owever, we note that this might lead to consumer harm as 
large numbers of legitimate calls from roamers would not be answered. M oreover, this 
functionality would only have an impact if the end user device had C L I display facilities ( which are 
not available on all handsets) . W e believe O fcom should consider research into consumer 
behaviour in this area to understand better the potential impact of this intervention as the impact 
of this change will ultimately depend on the end user approach to removed C L I.   

2 .13  W e generally do not believe blocking calls which are marked as ‘not roaming’ is 
appropriate because this response is not definitive, meaning there is a risk of legitimate calls 
( including urgent ones)  being blocked. T his scenario would require consideration prior to any 
new solution being introduced.  
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3 Any s ol ut i on r equi r es  a n i ndus t r y 
wi de a ppr oa ch and cons i der at i on a s  
pa r t  of  a  wi der  pr ogr a mme of  wor k  

T he UK ’s  voi ce ar chi t ect ur e mea ns  a  common appr oach i s  r equi r ed  

3.1  ‘T raditional’ voice telephony 3  in the UK  is characterised by a high volume of different 
providers – each with unique business models and approaches – interconnecting networks 
and services at multiple points under commercial terms facilitated by common industry 
standards. T his model is underpinned by O fcom’s regulatory regime which has,  in historical 
terms, tended to place a high importance on competition and choice – compared with 
alternative systems ( such as those operated by providers of number- independent 
interpersonal communications services)  which have tended to favour proprietary 
ecosystems. 

3 .2  W hile the ‘traditional’ voice telephony model has substantive benefits for end users, 
including ensuring that they have a choice of communications providers while benefitting 
from network effects, it has limitations from a blocking perspective. N o single provider is able 
to guarantee the veracity of all traffic terminated on their network.  

3 .3  T his has important implications for how any blocking of suspected bad traffic can work. 
P rimarily – as O fcom correctly identifies -  it requires all providers in the ecosystem to take 
measures to prevent suspicious calls to ensure that end users can be protected. O therwise, 
malicious traffic can enter a terminating providers network from a UK  telecommunications 
provider irrespective of checks put in place at the point of ingress of traffic into the UK  
network.  At the same time, however, it requires development of common standards to ensure 
that measures are applied uniformly to ensure that no end user is disadvantaged and can still 
benefit from ‘legitimate’ calls.  

3.4 Development of common standards, however, is generally more complex and time 
consuming than imposition of a unilateral approach given the range of stakeholders, network 
architectures, and timeframes for implementation. We note that this is not explicitly l isted in 
the Ofcom factors in the section ‘Framework for evaluating options’ but believe it warrants 
explicit consideration in any impact assessment of the different options should Ofcom decide 
to consult on policy changes.  

3.5 Moreover , any policy change (made either via the General Conditions or associated 
Guidance) is likely to require Ofcom to continue and update its enforcement programme into 
compliance with General Conditions relating to phone and text scams  to ensure that all CPs 
are complying  with new rules . Communications providers only have limited leverage to 
impact bad actors who continue to send bad traffic across their networks, not least because 
interconnect is in most cases a regulatory requirement .  

 
3 For the purposes of this document, traditional voice telephony is used to denote voice communications delivered via 

number-based interpersonal communications services as defined by Section 32/32A of the Communications Act 2003 

https://www.ofcom.org.uk/phones-and-broadband/scam-calls-and-messages/enforcement-programme-phone-and-text-scams/
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T hi s  s houl d be gr ounded i n a  wi der  pr ogr a mme of  wor k  t ha t  i s  cl ea r l y 
s i gnal l ed f or  a l l  i ndus t r y pa r t i ci pa nt s  

3.6  G iven the complexities involved in any industry- wide application of new rules, O fcom should 
consider encouraging this process through – for example – setting out a timeline regarding its 
expectations and likely interventions in the voice market in the medium term ( i.e. over the 
next 18- 24 months) . T his could include: 

• W hen it expects to begin its first investigations following launch of its enforcement 
programme in F ebruary 2 024; 

• P referred interventions ( if any)  around ‘industry traceback’, which would establish a 
formal process for the identification of malicious voice traffic being passed between UK  
networks, and how it expects industry to introduce these; 

• T he extent to which it expects legacy network closures to impact its work on scams and 
the associated benefits to citizens/ consumers; 

• Any other interventions that O fcom is considering or expects to consider over the 
medium term, including those relevant to providers covered by the O nline Services Act 
given their increasing prominence in this space;  

• A clear statement of future work is likely to be helpful in ensuring all market participants 
are aware of the expected interventions/ progress of O fcom’s work in preventing 
malicious voice scams and plan their workstacks accordingly.  

A  clear timeline will make clear to all market participants O fcom’s expectations of them on scams 
prevention and will also ensure that these can be clearly established in respective programmes of 
work.  

https://www.ofcom.org.uk/siteassets/resources/documents/research-and-data/telecoms-research/scams-research/experiences-of-suspicious-calls-texts-and-app-messages-research-2024.pdf?v=373453
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